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NIS2 Directive
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Objective
Enhance cybersecurity across the EU by establishing stricter regulations for
essential and important entities .

Management bodies are responsible for 
approving and overseeing
cybersecurity measures and can be 
held liable for non - compliance.

Mandatory reporting of significant
incidents to relevant authorities .

Entities must implement technical , 
operational , and organizational
measures to manage cybersecurity 
risks

Includes more sectors and services than
the previous NIS Directive.

Expanded
Scope

Compliance 
Requirements

GovernanceIncident
Reporting



Cybersecurity risk- management measures

NIS2
Art. 21

Member States shall ensure 
that essential and important 
entities take appropriate and 

proportionate technical , 
operational  and organisational  
measures to manage the risks 

posed to the security of network 
and information systems

Governance

policies on risk analysis and 
information system security a f

policies and procedures to assess the 
effectiveness of cybersecurity risk-

management measures

j
use of multi - factor authentication 

or continuous authentication 
solutions

i
human resources security, access 

control policies and asset 
management

g
basic cyber hygiene practices and 

cybersecurity training

h
policies and procedures regarding 

cryptography and encryption

incident handling b

business continuity, backup, disaster 
recovery, crisis management c

supply chain security d

security in acquisition, development and 
maintenance, vulnerability handling and 

disclosure
e
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October 1, 2026: Deadline for full compliance with security measures outlined in NIS2



GapAnalisys

« Article 21» based

Cyber Hygiene based
on SANS® Critical 
Security Controls
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measures

policies on risk analysis and information system 
security

incident handling

business continuity

supply chain security

security in acquisition, development and 
maintenance, vulnerability handling

policies and procedures to assess the cybersecurity 
risk-management measures

basic cyber hygiene practices and cybersecurity 
training

policies and procedures regarding cryptography 
and encryption

human resources security, access control policies 
and asset management

use of multi-factor authentication or continuous 
authentication solutions
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Compliant Partially Compliant Not Complyant

Control Category OK 
Total

Level

Access Control Management 2/5

Account Management 3/4

Audit log Management 2/3

Continuous Vulnerability Management 3/4

Data Protection 5/6

Data Recovery 3/4

E.Mail Web Browser Protection 2/2

Incident Response Management 2/3

Control Category OK 
Total

Level

Inventory and Control of Enterprise Assets 2/2

Inventory and Control of Software Assets 3/3

Malware Defense 2/3

Network Infrastructure Management 1/1

Secure Configuration of Enterprise Assets & Sw 6/7

Security Awareness and Skills 2/8

Service Provider Management 1/1

Compliant
(33%)

Partially Compliant
(53%)

Not Compliant
(13%)



HighWay Perimeter
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Tunnels: automation,  ventilation,  and  supervision systems
Toll Collection: toll  process and  technical  enablement
Traffic  Management : information  related  to the use of real - time  traffic  information  
services and  safety - related  services
Internal  Communications: radio  systems for  communications  in case of disaster

Define assets based on risk: definition  of  critical  assets that  realize the functionalities  
defined  in the macro  areas indicated  within  the critical  perimeter
Define the method  for  detecting  & reacting  malicious activities : the purpose of activities  
indicated  by ISAC is a working  group  for  contextualizing  the National  Framework for  
identifying  mechanisms for  detecting,  protecting  against,  revealing  malicious  
activities,  and  recovering from  incidents  that  persist on identified  assets
Incident notification  with CSIRT/ACN: once the defense and  detection  mechanisms are 
established,  they are utilized  to create an effective  and  efficient  system for  incident  
notification  and  threat  intelligence  using Taxonomy



ISAC
• ISAC (Information Sharing and Analysis Center) is a national center 

established at the National Cybersecurity Agency ( Agenzia  per la 
Cybersicurezza Nazionale -  ACN).

• Its primary goal is to collect, analyze, and share information related to 
cybersecurity.

• This approach aims to enhance the resilience and cybersecurity maturity of 
the country through cooperation  between public and private entities.

• Objectives and Functions of ISAC
– ISAC acts as a network for various sectoral ISACs, facilitating the exchange of 

information and best practices.
– Information Sharing : It promotes the sharing of information on threats, 

vulnerabilities, and lessons learned in the field of cybersecurity.
– It provides innovative services in analysis, capacity building, and information 

sharing, helping organizations improve their ability to address cybersecurity risks.
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Framework

• Initially based on NIST 1.1 and then transposed to NIST 2.0 framework
• intended as a guide towards technological  investments in Cybersecurity

• NIST Hierarchy: Function, Category, Subcategory
• Class: Must be, Recommended, Free
• Priority: High, Medium, Low
• References: to external Frameworks, directives, ISO(s), GDPR, …
• 5 level of maturity for each control: Absent, Initial, Repeatable, Defined, Optimized

• the results
– aggregated define the cybersecurity posture
– disaggregated help defining evolution roadmap with priority and dig into questions

through external references
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Maturity LevelDescriptions & NotesReferences to external framework(s)Framework Hierarchy Class Priority



Level 1
Macrocategory  (4)

a group of predicates 
with similar 

characteristics

Level 2
Predicate (22)

aims to collect a subset of 
values based on their properties 

and intrinsic characteristics

Level 3
Value (144)

the granular element that specifies 
a particular characteristic of a cyber 

event identified by the 
corresponding predicate

Taxonomy levels
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Incident Taxonomy

Example:
• BC:IM- DEBC:RO- MA BC:SE- HI BC:VG- IT
• BC:IM- AC BC:RO- MA BC:SE- HI BC:VG- 1T TT:AV- DA TA: AM- PR TA:AD- CR AC:IN- SA
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ScenaryRisk Analysis

• Provide sector stakeholders  with a tool  for  collecting  data  related  to 
risks and  vulnerabilities  in the sector, aimed  at  designing  plausible  
risk scenarios that  align  with the sector's specific characteristics . 

• Strengthen collaboration  between ACN and  sector stakeholders  in 
correlating  information  related  to risks and  vulnerabilities  in the 
sector based on
–Different Context of Analyses
–Impact to Services
–Threat Profiling & Probability
–Dependance & Vulnerability
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NIS2 Time Table
• January 16, 2023: NIS2 entered into force.
• October 17, 2024: Deadline for EU Member States to transpose the NIS2 Directive into national law. This is a 

critical date as it marks the point when national regulations must align with the directive's requirements.
• October 18, 2024: The provisions of the NIS2 Directive become enforceable across the EU.

• February 28, 2025: Deadline for registering organizations on a designated portal managed by Italy's National 
Cybersecurity Agency (ACN).

• March 31, 2025: Registration Feedback
• April 17, 2025: Member States must deliver a list of essential and important entities to the European Commission. 

This list will be updated at least every two years, ensuring that all relevant organizations are accounted for under 
the directive.

• December 31, 2025: A first audit must be conducted by this date to assess compliance with NIS2 requirements. 
Subsequent audits will occur every two years thereafter.

• January 1, 2026: Organizations must begin reporting significant cybersecurity incidents.
• October 1, 2026: Deadline for full compliance with security measures outlined in NIS2.

• October 17, 2027: The European Commission will report on the functioning of NIS2 to the European Parliament and 
the Council. This report will include compliance statistics and may lead to additional requirements based on its 
findings.
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Security by Design

Security by Default

ZeroTrust

Privileged Access 
Manager

Identity management

Asset managementOperational instruction

Procedures

Least Privilege Policy

MFA

Continuous
authentication

Cryptography

Cyber Hygene

Penetration Testing

Anti DDoS

Training

Application Control

Framework

ACL

Firewall

Network monitor

Pseudomization

Segmentation

MicroSegmentetion

Managed Detection and 
Response

Supply Chain

Business continuity

Disaster Recovery

Backup

Incident

Risk

Phisical security

HR security

Encryption

EDR

Security Operation 
Center

Network Operation 
Center

Proactive Monitoring

SIEM

Process

Vulnerability

SASE

Anti Malware

ISAC

HyperSoc

Awarness

NAC

SSL

TLS

NDR

Threat Hunting

XDR

IPS



Thank  Yo u
Contact Us

marco.pedrotti@serravalle.it

https://www.serravalle.it/

+39 02 57594 1
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