
Cybersecurity at the service of 
road safety
A S E C A P  D A Y S  2 0 2 6

M a y  2 8 t h ,  2 0 2 5



1  – I n t r o d u c i n g  M A T I S

2  – U p d a t e  o f  a c t i v i t i e s  2 0 2 3 - 2 0 2 4

3  – C y b e r s e c u r i t y  p r o j e c t s

MATIS – Cybersecurity at the service of road safety / ASECAP DAYS 2025 / 06.28.2025 2

AGENDA



3

1 – I n t r o d u c i n g M A T I S : D e s c r i p t i o n

P R O J E C T  N U M B E R  101122786
P R O J E C T  A C R O N Y M 22-EU-TG-MATIS

N A M E
MATIS : Mediterranean-Atlantic Transport 
Intelligent Systems

C A L L  /  T Y P E  O F  A C T I O N  CEF-T-2022-SIMOBGEN-ITS-WORKS

G R A N T I N G  A U T H O R I T Y EUROPEAN COMMISSION / CINEA
S T A R T I N G  D A T E  /  E N D  D A T E January 19th, 2023 –January 18th, 2027
D U R A T I O N 48 months
B U D G E T 124.000.000,00€ 
M A X I M U M  G R A N T  A M O U N T 62.000.000,00€ (50%)
R E P O R T I N G  P E R I O D S  ( 2 ) M1 – M24 / M25 – M48 
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1 – I n t r o d u c i n g M A T I S : T E N - T N e t w o r k
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1 – I n t r o d u c i n g M A T I S : T h e i n h e r i t a n c e

2  f o r m e r  p r o j e c t s :
 Arc Atlantic I, II & III
 MedTIS I, II &I II

3 9  p a r t n e r s :
 11 beneficiaries
 28 affiliated entities
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1 – I n t r o d u c i n g M A T I S : F i g u r e s a n d K P I

8 .000 k m  o f  t h e  T E N -
T  c o r e  n e t w o r k  a n d  

10 .000 k m  o f  t h e  
c o m p r e h e n s i v e  

n e t w o r k

4 c o u n t r i e s  

F r a n c e ,  I t a l y ,  
S p a i n  a n d  
P o r t u g a l  

89 I T S  
i n d i v i d u a l  

p r o j e c t s

3 T E N - T  
c o r r i d o r s :  

M e d i t e r r a n e a n ,  
A t l a n t i c ,  N o r t h - S e a  

M e d i t e r r a n e a n

3.000km deployed on TEN-
T network enhancing road 

safety 

10.000km deployed on 
TEN-T network reducing 

congestion and thus 
contributing to 

decarbonize road traffic

3.500km deployed on TEN-
T network enhancing 

travellers information 
services

3.000km deployed on TEN-
T network enhancing 

operations and securing 
service delivery

3 % reduction of lost 
hours for road users during 

congestion on main 
strategic bottlenecks of the 

corridor*

3 % reduction CO2 
emissions on main 

strategic bottlenecks of the 
corridor*

*(considering the same level of traffic along time)
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1  - T R A F F I C  M A N A G E M E N T  S E R V I C E S  &  
T R A F F I C  M A N A G E M E N T  P L A N S ,  
I N C L U D I N G  C R O S S - B O R D E R  P L A N S

• New equipment for data capture and traffic control
• New intelligent vehicle tracking systems, speed 

detection systems and traffic counting systems
• New intelligent tools and software for assisting TMC 

operators in simulating, predicting travel time and 
monitoring traffic flows and level of service

• Field traffic management systems and equipment

2  - U S E R  S E R V I C E S  A N D  I N F O R M A T I O N

• Enhancing national data exchange and access points 
for data

• Web portal and App for traffic and travel information
• New generation field equipment for traffic information

I T S p r o j e c t s i m p l e m e n t a t i o n
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3  - R O A D  S A F E T Y

• Advanced incident detection systems, inc. ghost vehicles 
detection

• New hazardous goods tracking systems
• New dynamic control systems for measuring weight of vehicles
• New dynamic control systems for measuring height of vehicles
• ITS equipment to enhance tunnel safety
• Detection systems of weather conditions for increased safety
• Equipment for increased safety in a sensitive section
• New generation SOS services

4  - O P E R A T I O N S  A N D  S E C U R I N G  S E R V I C E  D E L I V E R Y

• Systems for supervision, remote control and data acquisition
• Cybersecurity for ITS systems protection
• High performance IT network for increased ITS resilience
• New generation radio communication systems

5  - C - I T S  D E P L O Y M E N T S  T O W A R D S  T H E  C O N N E C T E D  
A N D  A U T O M A T E D  M O B I L I T Y

1 – I n t r o d u c i n g M A T I S : T a s k s a n d p r o j e c t s
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1 – I n t r o d u c i n g M A T I S : d e p l o y m e n t o f S m a r t A d v a n c e d I T S s o l u t i o n s
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Digitalize traffic management Artificial intelligence 

AppsBig data processing
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I T S p r o j e c t s i m p l e m e n t a t i o n
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2 – U p d a t e o f a c t i v i t i e s 2 0 2 3 - 2 0 2 4

54 projects 50% 
advanced or 

more

20 project 
successfully 

finished 

110 VMS 
deployed

650 cameras 
installed

90 weather 
stations 
deployed

At least 400 
switches 
installed

80 RSU installed
13 tunnels with 
increased safety 

in process



2 – U p d a t e o f a c t i v i t i e s 2 0 2 3 - 2 0 2 4

C O M M U N I C A T I O N

 MATIS Website

 LinkedIn page

C R O S S - C O R R I D O R  
C O O R D I N A T I O N

 2 joint Declaration have been signed with respectively X4ITS and MERIDIAN during the
NAPCORE Mobility Data Days in Turin on 07/11/2024. An MoU with C-Roads, Scale,
X4ITS and Meridian was signed on 21/5/2025 at the ITS Congress in Sevilla.
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M a n a g e m e n t ,  E v a l u a t i o n ,  C r o s s - c o r r i d o r  c o o r d i n a t i o n ,    
C o m m u n i c a t i o n  a n d  d i s s e m i n a t i o n

MATIS – Cybersecurity at the service of road safety / ASECAP DAYS 2025 / 06.28.2025



3 – B e s t p r a c t i c e s & F i n i s h e d p r o j e c t s

P a r t n e r APCAP / NORSCUT

T a s k (4) Operations and Securing Service Delivery

L o c a l i s a t i o n
A24 connecting Chaves (at the Spanish border in the north) to Viseu
(Interior Centre in the south)

S t a r t  /  E n d  d a t e 01/01/2023 – 01/07/2024

B u d g e t 73 000,00 €

D e s c r i p t i o n
Objectives: to renew, develop and upgrade the telecom and telematics
system for the road sections involved.

I m p r o v e d d a t a c o m m u n i c a t i o n a n d s e c u r i t y i n f r a s t r u c t u r e
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3 – B e s t p r a c t i c e s & F i n i s h e d p r o j e c t s

E x p e c t e d  
i m p a c t

Improving the services provided 24/7 and promoting an
increased level of service in terms of information and
assistance to customers and minimizing the vehicle delays
and stops.

T e c h n i c a l  
d e s c r i p t i o n

Implementation of a Local Area Network (LAN) covering 157
km to improve security and data communication 24/7.
i) Supply and installation of hardware in existing technical

areas : 1 Server Backup Proxy + 1 StoreOnce 3660
implemented

ii) Connections between LAN and existent optical fiber
network

iii) LAN Network configuration
Improve connected infrastructure security, including data
transmission to the Portuguese State.

MATIS – Cybersecurity at the service of road safety / ASECAP DAYS 2025 / 06.28.2025
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3 – B e s t p r a c t i c e s & F i n i s h e d p r o j e c t s

P a r t n e r DGITM - DIRIF

T a s k (4) Operations and Securing Service Delivery

L o c a l i s a t i o n A13, A6, N104, A104, N184, N10 (Ile-de-France, approximately 1,000 KM)

S t a r t  /  E n d  d a t e 01/01/2023 – 31/07/2024

B u d g e t 2 420 000,00 €

D e s c r i p t i o n

Cybersecurity of:
• Software layers: implementation of encrypted exchanges with

certificates
• Networks: replacement of switches and routers with cyber-secure

devices with firewalls
• Terminal equipment: replacement of cards and/or addition of modules

and/or firmware updates in VMS, cameras, and automatic data
collection stations, to enable encrypted exchanges.

I n c r e a s e d n e t w o r k s e c u r i t y f o r T M S S i r i u s
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3 – B e s t p r a c t i c e s & F i n i s h e d p r o j e c t s

E x p e c t e d  
i m p a c t

Initiate the implementation of the cybersecurity policy for the DiRIF
information system.

Develop the skills of a whole group of personnel (maintenance
technicians, supervisors, and operators responsible for traffic
monitoring) who were initially unfamiliar with cybersecurity issues.

T e c h n i c a l  
d e s c r i p t i o n

I n c r e a s e d n e t w o r k s e c u r i t y f o r T M S S i r i u s
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SiriusEquipement
speed, traffic… traffic 

management 
plans, traffic 
information

Personnel



THANK YOU !
Coordinator (ASFA): Alessandra PIPITONE FEDERICO 

alessandra.pipitonefederico@autoroutes.fr

mailto:alessandra.pipitonefederico@autoroutes.fr
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