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Al for ITS services / application

* Interest for Al in ITS Services
deployment is increasing, due to
huge expectations and very strict
committments in general ITS and
CCAM objectives

* ESG Impact
e Safety
* Mobility Efficiency
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Al algorityhms used to improve road
infrastructure and traffic management for
safety and sustainability to reach ESG goals
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ITS / CCAM operational landscape

Collaboration among several CCAM stakeholder to achieve common goals:

e.g. integrated comodal mobility services
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Problem Complexity:

Interaction Workflow among
stakeholder

Data Format
Application domain

Use Case constraints /
requirements

Data Ownership
Privacy

Liability

Safety issues
Security issues




Trustworthy Al
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Shaping Europe’s digital future

Home » Library > Ethics guidelines for trustworthy Al

REPORT / STUDY | Publication 08 April 2019
Ethics guidelines for trustworthy Al

On 8 April 2019, the High-Level Expert Group on Al presented Ethics Guidelines for Trustworthy Artificial
Intelligence. This followed the publication of the guidelines' first draft in December 2018 on which more than 500
comments were received through an open consultation.

According to the Guidelines, trustworthy Al should be:
(1) lawful - respecting all applicable laws and regulations
(2) ethical - respecting ethical principles and values

(3) robust - both from a technical perspective while taking into account its social environment
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Foundations of Trustworthy Al

Ethical Principles

‘Vulnerable Groups

‘Risks and Mitigation

*Seven Key Requirements:

Human agency and oversight
Technical robustness and safety
Privacy and data governance
Transparency

Diversity, non-discrimination, and
fairness

Societal and environmental well-being
Accountability




Trustworthiness in Al for ITS

Trustworthiness: Security combined with performance,
level of service and quality.

Al applicatons may interact:

Trustworthiness
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Data Quality and Reliability
Robustness and Resilience of Systems

|
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Information
|
I I |
Confidentiality Integrity
Accountability

Single systems interact among them and trust each
other

Al SoS (System of Systems) quality assessment is not
a combination of the single sub-systems

Authenticity

Trustworthiness dimensions as by ISO/IEC TR 24028:2020

Issues

Potential attackers, data poisoning, hallucinations
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Al Act

* Al Act regulation
» Al definition

* Al CoP for General Purpose Al Foundation
Engines: LLM, etc.

 Ethical issues

« Al application for Traffic Management
guidelines under development

« Draft by end 2025, applied from 2026
 ASPI and ASECARP liaison with TM20 taskforce
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ENABLING VEHICLE INTERACTION WITH
TRAFFIC MANAGEMENT
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in a motorway connected automated vehicles running
through, electronic devices variable message signs,
cameras, sensors, enhanced management




Al Act - Al System Definition
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Machine-Based System Relies on hardware and software to function (data
processing, model training, decision-making, etc.).
Includes quantum and traditional computing-based
systems.

Traditional servers running trained
models, Quantum computers running
Al algorithms, Cloud-based 'Al-as-a-
Service' solutions.

Varying Levels of Autonomy Operates with some degree of independence from
direct human control. Can range from minimally
autonomous to fully automated (human involvement is
partial or absent).

Chatbots that respond to user input
with pre-defined scripts, Autonomous
drones or robots that read their
environment for navigation.

Adaptiveness (Optional) May learn and improve post-deployment (self-learning
capabilities). Not strictly required for all Al systems but
can enhance their utility in dynamic environments.

Machine learning algorithms that
improve over time based on new data
inputs.

Objectives (Explicit/lmplicit) Systems can be programmed with clear goals
(explicit) or inferred from patterns of behavior
(implicit). Differs from 'intended purpose,' which is
defined by the system's designers.

A language model aiming to minimize
prediction error versus a chatbot
designed to provide customer service
responses.

consequences depending on the application domain.

Infers How to Generate Core feature distinguishing Al from simpler Natural language processing models

Outputs automation. Involves machine learning or logic-based generating text based on learned
inference rather than solely fixed, human-defined patterns rather than pre-written
rules. scripts.

Generates Outputs with Real Produces actions or decisions that affect the real Predictive maintenance algorithms

Impact world. These outputs can have significant triggering repairs before equipment

fails.

Interaction with Environments Al systems can perceive, interpret, and interact with
physical and digital environments. Includes digital
ecosystems or physical spaces like factories.

Self-driving cars using sensors to
navigate roads safely; Al used in
financial markets for trading decisions.

“‘Al system’means a machine-based system that is designed to operate with varying levels of autonomy and that may exhibit adaptiveness
after deployment, and that, for explicit or implicit objectives, infers, from the input it receives, how to generate outputs such as predictions,
content, recommendations, or decisions that can influence physical or virtual environments,

— S

ENABLING VEHICLE INTERACTION WITH
TRAFFIC MANAGEMENT




g Al Act — Risk Based Approach

Unacceptable risk =
Banned

High risk = Assessed
before put on market

Minimal risk = No
Restrictions

Social scoring

recruitment,

medical devices, etc
Safety component
Traffic management

Impersonal bots

Requirements for
Providers of High-Risk
Al systems

Conformity assessment:

Data & Data Governance
Transparency

Accuracy, Robustness &
Cybersecurity

Human Oversight

Risk & QMS

Technical Documentation
Record keeping

Declaration of conformity /CE
marking

Post-market monitoring system
& incident reporting

MADRID 2025

Requirements for
Deployers of High-Risk
Al systems

Fundamental rights assessment
& Data Protection Impact
Assessment (DPIA)

Ensure proper use according to
providers’ instructions

Human oversight, training and
authority

Ensure relevant &
representative input data

Fulfill monitoring, record-
keeping, incident reporting




“Al systems intended to be
used as safety components in
the management and
operation of road traffic”

Obligations:

* Establish and implement risk
management processes

* |nlight of the intended
purpose of the Al system

The EU Commission shal} | +*
provide Guidelines for

high-risk Al systems incl.
practical examples of
high risk and non-high
risk use cases

Al Act - High Risk definition
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High-risk Artificial Intelligence Systems
(Title I, Annexes Il and Il1)

Certain applications in the following fields:

SAFETY COMPONENTS OF REGULATED PRODUCTS

(e.g. medical devices, machinery) which are subject to third-party

assessment under the relevant sectorial legislation

CERTAIN (STAND-ALONE) Al SYSTEMS IN THE FOLLOWING FIELDS

v' Biometricidentification and categorisationof v
natural persons

v Management and operation of critical v
infrastructure

v" Education and vocational training

v Employment and workers management, v
access to self-employment

Access to and enjoyment of essential private
services and public services and benefits

Law enforcement

Migration, asylum and border control
management

Administration of justice and democratic
processes

“ European
Commission
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b Associations Research Service Providers I
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Artificial Intelligence (Al) Act — TM2.0 Platform Position Paper i'r-c&g CTAG ' B EMO BI LE Albrecht

st £ S Consult
The TM2.0 Innovation Platform (an initiative under the ERTICO umbrella of activities) wishes to provide feedback e e
regarding the Al Act and in particular the inclusion of the management and operation of road traffic in the list of
High-Risk systems in Annex lll of this proposed piece of legislation. TM2.0 is in a unique position to assess GROUP Swam,‘
developments in the road traffic sector, as it brings together all relevant stakeholders from the public and private 1;1“'15: _ ‘
sector with the aim to promote and deploy interactive Traffic Management. & = the mind of movement

TM2.0 acknowledges the European Commission’s endeavor to regulate how Al is used and developed within the P Technolution <Vialis 3
EU to ensure the use of Al does not jeopardize citizens' safety, security, and fundamental rights. The adoption of

the EP’s negotiating position on the Al Act on 14 June this year and the commencement of the inter-institutional
discussion with the European Council on the final form of the law makes it necessary to provide some clarifications \ ka sch ?/
on the categorization of Traffic Management as a ‘high risk’ area. The elaboration of guidelines regarding the Al TOMTOMWE G-"ﬂ"ﬂﬂﬂmﬂ' limits

Act’s High-Risk Use Cases by the European Commission once the law is adopted, requires that the TM2.0 traffic
management community contributes to this effort by offering clarifications on some important points to be taken @

AUTOMATION TECHNOLOEY

INTELLIGENT
THANSPORT

SYSTEMS /

Public Authorities

into account during the implementation phase.

In our view, the future High-Risk sector specific guidelines for the road traffic sector should i) include a risk- L\ j \
assessment approach based on criticalities ii) be developed together with all sector stakeholders, and iii) not
hinder innovation that benefits road safety.

i Defining High-Risk Al applications in Traffic Management should be based on a proper risk assessment austriatech E'ITI'HII.F; i - an Public
based on criticality. wWd il' oL Rosds Administration

autostrade —
The risk the use of Al in the road traffic sector bears, should always be related to the place of the Al application per I'lItalia —— fre-
along the so-called “traffic management data decision chain’ i.e., a sequential or interconnected series of decisior m 49 S A et .I Comune
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High-Risk Al-systems in Traffic Management o N
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Functional Space

----------------

Data Collection

Decisions
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Al in Traffic Management

Use Case Based Risk Assessment

@,l A. Data Driven Traffic
Analytics

@ B. Traffic Prediction and
Flow Optimization

G C. Real-Time Traffic [
Management Q

:g; D. Non-critical phase c

W management g

A E Adaptive speed limits g

A F. Hard shoulder o

< Management 2

K G. Dynamic Lane
Management

% H. Responsive &

ao  Adaptive Control *

* Not know to be in operation yet

LOW SAFETY CRITICALITY
. No automated changes triggered or

limited to safety validated functional
space outcome (no conflicts
possible)

Decision Perspective

Strategic — Long Term Tactical — Medium Term

MEDIUM SAFETY CRITICALITY
Automated changes are triggered in
real-time but within strictly set limits for
functional space outcome
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Freely
operated
automation

Partial
automation
with strict
limits

No or
safety
validated
automation

Operational — Real-time

HIGH SAFETY CRITICALITY

Full dependency on Al chain outcome,
no limits set for functional space
outcome
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Al in Traffic
Management today still
mainly plays an
advisory, supporting
role by improving
monitoring capacities
and planning to avoid
traffic disruptions

G,

Only Al systems
triggering automated
changes to the road
infrastructure in real-
time without human
intervention and with
an unlimited set of
possible outcomes in
the functional space
should be labelled
High-Risk

w7

Al Act High-Risk
Implementation
Guidelines for the
traffic management
sector should be
developed together
with all sector
stakeholders




Al for ITS problem dimensions

« Use case based analysis: same as ODD Obijects
Desing Domains in automotive sector.

« Data Quality / Digitalisation costs.

« Data Exchange/Sharing criticalities: Security,
Quality, Trustwotrhiness

« Latency requirements.

* Al cost and impacts.

« ESG Impacts.

 Business models.

« Al System development and operational lifecycle.

« Risk management: Safe System Design, Quality
management, 1ISO 42001.

* Next Step:

Al Questionnaire to ASECAP members to collect
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In a motorway connected automated vehicles
running through, electronic devices variable
message signs, cameras, sensors, enhanced

management
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